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Understanding the Problem
It’s a trap — and here’s how it works:

1. E-signature vendors spend millions of dollars on highly effective marketing campaigns that
tout their products as the most popular “brand name” solutions on the market.  .

2. These vendors claim to provide technology compliant with industry standards, but rarely
express how their technology meets key industry regulations.

3. Customers, many of whom are often entering the e-signature world for the first time, are
unaware of the appropriate technology-related questions to ask. They take “compliance
stickers” as full truths.

4. When customers begin to use the technology, they realize that it is not actually designed
for their specific industry and is not appropriate for their company.

5. Industry-mandated compliance regulations, long-term validity and support are all subpar.

E-signatures are supposed to make life easier for companies. They’re supposed to save
businesses money. They’re supposed to carry the same legal and compliance weight as pen
and paper.

So why, then, are so many e-signature vendors, including some of the most well-known, failing 
at all of these key benchmarks?

The answer is actually very simple: Many e-signature companies are focused more on 
marketing tactics than on sound, defensible technology. That means their e-signatures don’t 
have the integrity, validity or compliance that companies need.

Yikes.
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6. Companies realize they’ve invested substantial time, effort and resources into a product
that could jeopardize their good standing in the market.

7. Those who championed the purchase realize they bought a solution that increases
company risk, rather than reduces it, and they have potentially endangered their position
in the company and possibly the company as a whole.

8. The e-signature service must be scrapped, and companies are back to using pen
and paper until they can find an e-signature vendor they can trust with compliance
and technology.

It’s an ugly cycle that puts you back to where you started — only this time you’re 
more frustrated, out a large amount of money and left unraveling a tangled web of 
compliance issues.

Outsmarting the Trap
Fortunately, not every e-signature vendor operates in this manner.

But since many do, it is essential that companies looking to invest in e-signature technology 
understand how to avoid this dangerous trap.

The key is to build a relationship with an e-signature company that has the technology, 
expertise and support to keep your business compliant and your signatures valid forever. To 
find that kind of partner, heed the following tips:

1. Question the term of validity. No matter the industry your company works in, you will
need your signed documents to remain valid for more than a few months. However, many
e-signature vendors, including some of the largest and most popular ones, don’t support
long-term validity. Their technology often links the signature to a server instead of
permanently embedding it into the signed document.

2. Ask about the technology’s infrastructure. To the same end, dig deep beyond the
surface of the vendor’s e-signature technology and discuss the details. Ask about digital
signing certificates, public key infrastructure, comprehensive audit trails, tamper seals
and identity authentication. If you’re uncomfortable with high-level tech discussions, loop
your company’s IT professionals into the conversation—but don’t skim over this
important dialogue.
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3. Uncover the truth of compliance. Many industries have their own set of rules related to
e-signatures and digital documents. For example, in healthcare, technology must be
HIPAA-compliant. In life sciences, you’ll need to check on the 21 CFR Part 11 mandate. In
tax accounting, you’ll need to review IRS standards. The list goes on. Check your
industry’s specific mandates and then ask the vendor how its technology complies with
these regulations. Demand specifics—don’t rely on a general statement placed on a
company’s website. Unfortunately, those statements may not be accurate.

4. Investigate expertise in your industry. Industry prowess shouldn’t be left to you alone.
What if regulations change? You’ll want a vendor who is just as knowledgeable on your
area of practice as you are. So be specific in your questions relating to regulatory
standards and appropriate usage and uncover their experience and expertise in your
industry.

Like any book, a cover can be misleading. As you search for the right e-signature solution for
your business, avoid the bright, shiny draw of popularity and uncover the substance that lies
beneath the surface.

Title image "trip in trap" (CC BY 2.0) by mamnaimie piotr
About the Author
Pem Guerry is executive vice president at SIGNIX, where he leads SIGNIX’s product and
marketing teams.

http://mobihealthnews.com/news/e-signatures-bridge-gap-between-hipaa-mobility
https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/CFRSearch.cfm?CFRPart=11&showFR=1
https://www.irs.gov/individuals/income-verification-express-services-ives-electronic-signature-requirements
https://www.flickr.com/photos/mamnaimie/9705919987/
https://creativecommons.org/licenses/by/2.0/
https://www.flickr.com/people/mamnaimie/
https://adclick.g.doubleclick.net/pcs/click%253Fxai%253DAKAOjsv82UcU2EGf0dryUIR7KwmBhZS89uqiwt9VxWWiLynhv2jSS1OotM3uCZXnseHiAU2MTs3p1ukCpO_nCzchqHMGcBcxPADRhUdO5PbqB8pRTVN8XNGHLSNmBiX7qOfAKNzJAqqMAC0oDZZWZ8ZJ3VnATtx_Jok7B6hT8StSQGfRO2IsRXtMB_fDXiUrbO1Au29p20NPqmzZyMU%2526sai%253DAMfl-YQCxvtPHkvcYjmHSy_uIpC25AD6D3aOm6O4QCPaQV9OBmMnmt2WKSv2ek7QzxdO2tRV9cpZLXXJYQ%2526sig%253DCg0ArKJSzNo0G8L3uAQwEAE%2526urlfix%253D1%2526adurl%253Dhttp://www-cmswire.simplermedia.com/cw-wb-160726-bynder.html?smg_source=cmswire.com&smg_medium=cpc&smg_campaign=wb-160726-bynder&smg_content=ad-600x200-01b-kw
https://adclick.g.doubleclick.net/pcs/click%253Fxai%253DAKAOjsv82UcU2EGf0dryUIR7KwmBhZS89uqiwt9VxWWiLynhv2jSS1OotM3uCZXnseHiAU2MTs3p1ukCpO_nCzchqHMGcBcxPADRhUdO5PbqB8pRTVN8XNGHLSNmBiX7qOfAKNzJAqqMAC0oDZZWZ8ZJ3VnATtx_Jok7B6hT8StSQGfRO2IsRXtMB_fDXiUrbO1Au29p20NPqmzZyMU%2526sai%253DAMfl-YQCxvtPHkvcYjmHSy_uIpC25AD6D3aOm6O4QCPaQV9OBmMnmt2WKSv2ek7QzxdO2tRV9cpZLXXJYQ%2526sig%253DCg0ArKJSzNo0G8L3uAQwEAE%2526urlfix%253D1%2526adurl%253Dhttp://www-cmswire.simplermedia.com/cw-wb-160726-bynder.html?smg_source=cmswire.com&smg_medium=cpc&smg_campaign=wb-160726-bynder&smg_content=ad-600x200-01b-kw
javascript:void(0);



